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DETAILED ACTION 

Response to Arguments 

Applicant's arguments filed 9/17/04 have been fully considered but they are not 
persuasive. Applicant asserts that Ueda does not teach a "removable" recording 
medium, however, examiner respectfully disagrees. Ueda teaches a recording medium, 
an optical disk (col. 23 and col. 24 reference #607), that is removable from an optical disc 
drive (fig. 15). The optical disk contains first information that depends on the removable 
recording medium (col. 17 lines 11-18), and second information which is to be shared by 
the recording apparatus in executing mutual authentication with the recording apparatus 
and depends on the removable recording medium (col.4 lines 42-51; col. 23 lines 65-67; 
col.24 lines 13-22). 

Applicants also argue that Ueda does not teach "generating by the recording 
apparatus authentication information used in mutual authentication with the recording 
medium on the basis of only the first information obtained from the recording medium, 
and executing mutual authentication between the recording apparatus and the recording 
medium using the generated authentication information and the second information." 
Examiner respectfully disagrees as Ueda teaches generating authentication information 
used in mutual authentication with the recording medium (col.37 lines 18-20; col. 37 
lines 46-51) which is done on the basis of only the first information obtained from the 
removable recording medium (col. 17 lines 11-18). Ueda also teaches executing mutual 
authentication between the recording apparatus and the recording medium using the 
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generated authentication information and the second information (encrypted disk key 
information) (col.37 lines 46-53; col.24 lines 8-17; col.24 lines 44-46; col.24 lines 59-65). 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

2. Claims 1-9 rejected under 35 U.S.C. 102(e) as being anticipated by Ueda et al. 

Regarding Claim 1, Ueda et al teach a mutual authentication method for use 
between a recording apparatus which records copied contents on a removable 
recording medium having an arithmetic processing function, and the removable 
recording medium, said method comprising the steps of: 

storing in the removable recording medium at least first information which 
depends on the removable recording medium, and second information which is to be 
shared by the recording apparatus in executing mutual authentication with the recording 
apparatus and depends on the recording medium; and 
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generating by the recording apparatus authentication information used in mutual 
authentication with the removable recording medium on the basis of only the first 
information obtained from the removable recording medium, and executing mutual 
authentication between the recording apparatus and the recording medium using the 
generated authentication information and the second information (col. 2 line 61 thru col. 3 
line 5; col. 3 line 45 thru col. 5 line 64), wherein executing the mutual authentication 
includes the steps of 

generating a random number in the recording apparatus and transferring the 
random number to the removable recording medium (col. 37 line 18-23), 

generating a first function in the recording apparatus using the generated 
authentication information and the generated random number (col. 37 lines 45-49), 

generating a second function in the removable recording medium using the 
generated second information and the transferred random number, and transferring the 
second function to the recording apparatus (col.37 lines 34-37), and 

comparing the generated first function with the generated second function in the 
recording apparatus (col.37 lines 49-51). 

Regarding Claim 2, Ueda et al teach the method according to claim 1 , further 
comprising the step of: generating the authentication information by encrypting the first 
information using an encryption key obtained from the removable recording medium 
(col.4 lines 3-4; col.4 lines 43-51). 
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Regarding Claim 3, Ueda et al teach a mutual authentication method for use 
between a reproducing apparatus which reproduces copied contents recorded on a 
removable recording medium having an arithmetic processing function, and the 
removable recording medium, said method comprising the steps of: 

storing in the removable recording medium at least first information which 
depends on the removable recording medium, and second information which is to be 
shared by the reproducing apparatus in executing mutual authentication with the 
reproducing apparatus and depends on the removable recording medium; and 

generating by the reproducing apparatus authentication information used in 
mutual authentication with the removable recording medium on the basis of only the first 
information obtained from the removable recording medium, and executing mutual 
authentication between the reproducing apparatus and the removable recording 
medium using the generated authentication information and the second information 
(col.2 line 61 thru col. 3 line 5; col. 3 line 45 thru col. 5 line 64), wherein executing the 
mutual authentication includes the steps of 

generating a random number in the reproducing apparatus and transferring the 
random number to the removable recording medium (col. 37 line 18-23), 

generating a first function in the reproducing apparatus using the generated 
authentication information and the generated random number (col.37 lines 45-49), 
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generating a second function in the removable recording medium using the 
generated second information and the transferred random number, and transferring the 
second function to the reproducing apparatus (col.37 lines 34-37), and 

comparing the generated first function with the generated second function in the 
reproducing apparatus (col.37 lines 49-51 ). 



Regarding Claim 4, Ueda et al teach the method according to claim 3, further 
comprising the step of: 

generating the authentication information by encrypting the first information using 
an encryption key obtained from the removable recording medium (col.4 lines 3-4; col.4 
lines 43-51). 

Regarding Claim 5, Ueda et al teach a recording apparatus for recording copied 
contents on a removable recording medium while limiting the number of copied contents 
to be recorded on the removable recording medium, said apparatus comprising: 

generation means for generating authentication information, which is used in 
mutual authentication with the removable recording medium and is to be shared by the 
removable recording medium, on the basis of first information which is obtained from 
the removable recording medium and depends on the recording medium; and 

mutual authentication means for executing mutual authentication with the 
removable recording medium using the authentication information generated by said 
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generation means (col.2 line 61 thru col. 3 line 5; col. 3 line 45 thru col. 5 line 64; col. 18 
lines 10-32; col. 21 lines 25-29), wherein the mutual authentication means includes 

means for generating a random number and transferring the random number to 
the removable recording medium (col. 37 line 18-23), 

means for generating a first function using the generated authentication 
information and the generated random number (col. 37 lines 45-49), 

means for receiving from the removable recording medium a second function 
generated using second information and the transferred random number (col. 37 lines 
34-37), and 

means for comparing the generated first function with the generated second 
function (col. 37 lines 49-51). 

Regarding Claim 6, Ueda et al teach an apparatus according to claim 5, wherein 
said generation means generates the authentication information by encrypting the first 
information using an encryption key obtained from the removable recording medium 
(col.4 lines 3-4; col.4 lines 43-51). 

Regarding Claim 7, Ueda et al teach a reproducing apparatus for reproducing 
copied contents recorded on a removable recording medium while limiting the number 
of copied contents to be recorded on the removable recording medium, said apparatus 
comprising: 
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generation means for generating authentication information, which is used in 
mutual authentication with the removable recording medium and is to be shared by the 
removable recording medium, on the basis of first information which is obtained from 
the removable recording medium and depends on the removable recording medium; 
and 

mutual authentication means for executing mutual authentication with the 
removable recording medium using the authentication information generated by said 
generation means (col.2 line 61 thru col.3 line 5; col. 3 line 45 thru col. 5 line 64; col. 18 
lines 10-32; col. 21 lines 25-29), wherein the mutual authentication means includes 

means for generating a random number and transferring the random number to 
the removable recording medium (col. 37 line 18-23), 

means for generating a first function using the generated authentication 
information and the generated random number (col. 37 lines 45-49), 

means for receiving from the removable recording medium a second function 
generated using second information and the transferred random number (col. 37 lines 
34-37), and 

means for comparing the generated first function with the generated second 
function (col. 37 lines 49-51). 

Regarding Claim 8, Ueda et al teach an apparatus according to claim 7, wherein 
said generation means generates the authentication information by encrypting the first 
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information using an encryption key obtained from the removable recording medium 
(col.4 lines 3-4; col.4 lines 43-51). 

Regarding Claim 9, Ueda et al teach a removable recording medium having an 
arithmetic processing function, comprising: 

storage means for pre-storing first information which is unique to said removable 
recording medium, and second information which is to be shared by a recording , 
apparatus for recording copied contents on said recording medium and a reproducing 
apparatus for reproducing the copied contents in executing mutual authentication 
among the removable recording medium, the recording apparatus, and the reproducing 
apparatus, and depends on said removable recording medium; and 

mutual authentication means for executing mutual authentication between the 
removable recording medium and the recording apparatus, and between the removable 
recording medium and the reproducing apparatus using authentication information 
generated based on the first information by the recording apparatus and the 
reproducing apparatus, and the second information (col.4 lines 3-4; col.4 lines 43-51), 
wherein the mutual authentication means includes 

means for generating a random number and transferring the random number to 
one of the recording apparatus and the reproducing apparatus (col.37 lines 59-63), 

means for generating a first function using the generated authentication 
information and the generated random number (col. 38 lines 13-17), 
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means for receiving from one of the recording apparatus and the reproducing 
apparatus a second function generated using the authentication information and the 
transferred random number (col. 38 lines 4-13), and 

means for comparing the generated first function with the generated second 
function (col.38 lines 17-19). 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 10-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ueda et al. 

Regarding claims 10-14, Examiner takes official notice that memory cards are 
well known in the art to be removable recording mediums. It would have been obvious 
to one of ordinary skill in the art at the time of the invention to utilize memory cards in 
order to extend RAM storage capacity or to transport information from one module to 
another. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tremayne M. Norris whose telephone number is (571 ) 
272-3874. The examiner can normally be reached on M-F 7:30AM-5:00PM alternate 
Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on (571) 272-3868. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Tremayne Norris 




December 27, 2004 



ANDREW CALDWELL 
SUPERVISORY PATENT EXAMINER 




